In the last decade, electric vehicles (EVs) have emerged as a sustainable transportation alternative to traditional internal combustion engine (ICE) cars, with automotive software as the key driver behind the advancements. A well-defined information and communication technology (ICT) architecture, comprised of electronics and software, can increase an EV's energy and cost efficiency, safety and comfort. With connected and autonomous electric vehicles (CAEVs) fast becoming a reality, the importance of software in vehicles increases tenfold. This paper serves as an introduction into the field of electromobility and automotive software. It provides an overview of the software and ICT architecture found in CAEVs and identifies future trends and challenges in automotive software development.
I. INTRODUCTION
In the last several decades, software has become an essential part of everyday life. Working, shopping, traveling, communicating and playing are all infused with and mediated by software [1] . Just as steam was the driver of the industrial age in the 19th century, software is the driver of today's information age. There is not a single industry today that is not at least partially governed by software, and automotive industry is no different.
In 2008, a conservative assessment of the average software value per car was $425 and it is estimated to increase to $575 by 2020 [2] , indicating a rise in value of over 35%. Furthermore, the worldwide market value of automotive embedded software is estimated to grow from $30 billion in 2008 to over $52 billion in 2020 [2] . All of this, including the growing complexity of software in automotive systems, indicates that software engineering is an increasingly important discipline within automotive systems development and it will become even more crucial for vehicle manufacturers to equip their vehicles with software of the highest quality to stay relevant in today's market.
Software is an indispensable part of today's vehicles and its importance is perhaps the most significant in electric vehicles (EVs), as they are actively pushing for a bigger share in the automotive market. The number of electric cars The associate editor coordinating the review of this manuscript and approving it for publication was Razi Iqbal . surpassed 2 million vehicles worldwide in 2016 after crossing the 1 million threshold in 2015 [9] . Country targets, EV equipment manufacturer announcements and continuous technology improvements indicate that the electric car stock will range between 9 million and 20 million by 2020 and between 40 million and 70 million by 2025 [9] . With the advent of electric vehicles comes the increase of the number of interconnected electronic control units (ECUs) and, consequently, the complexity of software needed to manage them. Today, some vehicles contain upward of 100 ECUs, running millions of lines of software code [10] .
It is estimated that by 2020 75% of cars will be built with the necessary hardware to connect to the Internet [11] , enabling automated links to all other connected objects such as smart-phones, tracking devices, traffic lights and other motor vehicles [12] . The interaction with other devices and information systems creates an information-rich travel environment for the passengers and enhances the situational awareness of the vehicle [13] . Software plays a prominent part in the development of connected cars, because the information collected from other vehicles and the grid has to be processed and displayed to the driver as quickly as possible.
Connected vehicles provide a basis for the emergence of autonomous driving. Autonomous vehicles are vehicles with action and motion capabilities which do not require any sort of driver or teleoperation control [14] . They are set to be the next step in the automotive evolution, bringing change not only to automotive industry, but to the way transportation is perceived. Today, autonomous cars are being developed by several manufacturers [15] and software is taking some of the critical functions (e.g. controlling the vehicle and analyzing the vehicle's surroundings), with a goal to eventually replace human drivers.
Connected and autonomous vehicles (CAVs) are currently among the most researched automotive technologies. With the growing environmental concerns and greenhouse gas reduction goals, the future CAVs are expected to be electric, indicating that a connected and autonomous electric vehicle (CAEV) should become a common feature on the road within the next decade [16] . To be competitive, CAEVs need to have a well-designed information and communication technology (ICT) architecture in the form of on-board electronics, together with associated automotive software, as this could improve a vehicles energy efficiency, driving comfort and passenger safety, all of which are significant aspects to consider when buying a new vehicle. In addition to the ICT architecture design, CAEV software development offers challenges in the form of many quality requirements that need to be satisfied. Software reliability is critical since CAEVs are software-driven (e.g. drive-by-wire systems) and any kind of software failure can put the lives of the passengers to risk [17] . Next, the software has to be secure to prevent unauthorized access to the in-vehicle network and with modern vehicles ''knowing'' more about their passengers than ever before, it needs to ensure privacy protection [18] . Furthermore, usability is particularly important because of its impact on safety, as the vehicle interface must provide access to information and controls without distracting the driver [19] . Modern vehicles also need to be adaptable to the needs of the driver, enabling higher personalization, and software and hardware updates.
Bearing in mind the ever-increasing relevance of CAEVs and the importance of automotive software in them, a literature survey of the field was made ( Table 1 ). The four search terms related to the focus of the paper were chosen for the survey: automotive software as the core search term, and electric vehicle (or vehicles), connected and autonomous as optional terms. The search terms were applied to the title, the abstract and keywords of the papers in Scopus, Elsevier's database of peer-reviewed literature, and to the metadata of conference, journal and magazine papers, books and early access articles in IEEE Xplore, the IEEE research database. Although there were 694 and 331 papers found in Scopus and IEEE Xplore databases respectively for the term automotive software, there was only four of them found for the combination of automotive software and electric vehicles, and none were found for the combination of all four search terms, suggesting that an overview of the research area is needed. Therefore, this paper aims to provide a systematic summary of automotive software found in today's CAEVs. Such a summary, in addition to providing an introduction to the field, could also be useful for the identification of trends and challenges which could potentially be tackled in future work.
The remainder of the paper has the following structure. Section II describes the automotive software and ICT architecture found in CAEVs, with Section III mapping that architecture on today's most popular EVs. In Section IV, the future trends and challenges of automotive software development are described, while Section V concludes the paper.
II. CAEV ICT ARCHITECTURE
The vast majority of innovations in vehicles is driven by ICT in the form of electronics and software, and in case of CAEVs, ICT becomes the backbone of all relevant system functions. In the following, an overview of the software and ICT architecture found in CAEVs will be provided, with a special emphasis on vehicle components running automotive software. The vehicle architecture will be divided into four groups related to the research area of this paper: electric, softwarized, connected and autonomous.
A. ELECTRIC ARCHITECTURE
Although there are different types of EVs (e.g. hybrid EVs, plug-in hybrid EVs and solar-powered EVs), today's highway-capable EVs are mostly battery electric vehicles (BEVs). Their architecture is fairly simple; it consists of a battery pack, battery management system, electric motor and a motor controller.
Battery pack is used for storing electric energy and it is the most expensive component in EVs [20] . Battery pack consists of series-connected battery cells, and its capacity determines the driving range of the EV. To keep the battery cells within their safe operating range a Battery Management System (BMS) is required [21] . BMS monitors the state of charge of battery cells, their voltage levels, the current drawn from the cells and cell temperature.
The key component of an EV is the electric motor, as it is responsible for performing the vehicle's main functiondriving. The electric motor can also be used as a generator of electricity through regenerative or dynamic braking. Between the electric motor and the battery is an inverter, which converts the DC source from the battery pack to AC current driving the motor. To ensure efficient and reliable operation of the electric motor, a motor controller is needed. The controller normally controls the power supplied to the motor, and with it, the vehicle speed.
Finally, to create an energy efficient EV, it is not enough to simply replace the ICE and fuel tank in traditional ICE cars with an electric motor and battery; the entire powertrain has to be modelled for the motor and battery.
B. SOFTWARIZED ARCHITECTURE
In EVs, automotive software is the foundation of all vehicle functions. It would be impossible to count all the components running automotive software in EVs, so a high-level approach will be taken, providing an overview of automotive electronics, bus systems and software architecture. Well-defined software architecture is especially important in automotive software design, as it helps to understand and predict the performance of the system by examining all of its subsystems, components and modules. Software and electronics in automotive systems go hand in hand, which is why software architecture cannot be viewed as stand-alone, without being connected to vehicle electronic systems.
Electronic Control Units (ECUs) are embedded systems on which software that controls one or more electronic systems or subsystems in a vehicle is executed. Each ECU is responsible for performing a certain vehicle function. Assembly language or the C programming language can be used to program the ECUs [22] , which, along with the software running on them, form the electrical and software system of the car. When electronics was first started being deployed in vehicles, the operation of ECUs was largely autonomous with no interaction among different ECUs.
The networking of different ECUs was made possible with the introduction of automotive bus systems. Automotive bus systems interconnect components inside a vehicle, allowing multiple access to various sensors and enabling higher-level software functions that run on several subsystems. They can be divided into four different communication groups based on their application area and technical properties:
• event-triggered bus systems (e.g. CAN); • time-triggered bus systems (e.g. FlexRay); • subnetworks (e.g. LIN); • multimedia bus systems (e.g. MOST). The comparison of the mentioned representatives of each automotive bus system communication group can be seen in Table 2 .
Control Area Network (CAN) is an event-triggered bus system mainly used for soft real-time in-car serial communication between ECUs, networking for example the antilock braking system (ABS) [23] or the battery management system [24] . It enables data rates up to 1 Mbit/s and broadcasts messages to all connected nodes which independently decide whether to process the message or not. CAN ensures the quickest transmission of top priority messages using CSMA/CD (Carrier Sense Multiple Access / Collision Detection) access control method and it detects transfer errors using cyclic redundancy check (CRC) and parity bits, and initiates retransmission of affected messages [23] .
FlexRay is a time-triggered bus system developed in 1999 for future safety-relevant high-speed automotive networks, targeting highly safety relevant applications such as drive-by-wire and powertrain [23] . It supports data rates up to 10 Mbit/s and up to 64 connected nodes. It uses the cyclic TDMA (Time Division Multiple Access) that provides fixed time slots during which devices can access the bus and mini-slots which can enlarge if devices have additional data to be sent that doesn't fit in their designated time slot [25] . The error tolerance is achieved by redundant channels, CRC and a bus guardian that detects and handles logical errors [23] .
Local Interconnect Network (LIN) is a local sub network usually connected as a sub-bus to a more powerful bus, such as CAN. It has been developed for less complex networks where the bandwidth and versatility of CAN bus is not required, such as, automatic door locking mechanisms, power-windows and temperature and rain sensors [23] . LIN supports data transmission of up to 20 kbit/s and error protection in the form of checksums and parity bits.
Multimedia bus systems such as Media Oriented Systems Transport (MOST) are responsible for the transmission of high-quality audio, voice and video data streams used for in-vehicle entertainment. MOST features a data rate of up to 24.8 Mbit/s in synchronous and 14.4 Mbit/s in asynchronous transmission mode with a 700 kbit/s control channel [25] . Access control in synchronous mode is realized by TDM (Time Division Multiplex) and by CSMA/CA in asynchronous mode. An internal MOST system service is in charge of error management, detecting errors over parity bits, CRC and checksums.
Vehicle electronics and software architecture can be viewed as multiple subsystems comprised of different ECUs that communicate over bus systems. Although each subsystem is responsible for a certain part of the vehicle, they communicate with one another, distributing some of the more complex functions over several subsystems and ECUs. The main subsystems found in vehicles are:
• powertrain subsystem; • chassis subsystem; • body subsystem; • multimedia subsystem. The powertrain subsystem is in charge of the components that generate power and deliver it to the road surface; e.g. electric motor, motor controller, battery pack and battery management system. It has a relatively small number of user interfaces; the start/stop switch for starting and shutting off the vehicle and the accelerator pedal for increasing the speed of the vehicle. Along with controlling the powertrain according to user inputs, software functions of the powertrain subsystem include collecting information about the working parameters of the electric motor and battery pack, and notifying the driver via information systems if anything is out of order. The throttle-by-wire system, needed for the control of autonomous vehicles without human input, is also implemented in the powertrain subsystem of the electric vehicle.
The chassis subsystem encompasses vehicle's axles and wheels, brakes, steering system, suspension and shock absorbers. It includes systems such as the antilock braking system (ABS), electronic stability program (ESP), parking brake, tire pressure monitoring system, suspension, power steering, brake-by-wire and steer-by-wire systems [26] . Functional failure of any of the aforementioned systems can put the passengers' lives at risk, which is why the safety requirements for the chassis subsystem are very stringent, with sensitive monitoring mechanisms in place for each of the safety critical systems. Similar to the powertrain system, the chassis subsystem also has a small number of user interfaces; the brake pedal, the steering wheel and the parking brake.
The vehicle software and electronics responsible for passive safety and comfort and convenience are included in the body subsystem [26] . The passive safety systems are all onboard systems in charge of protecting the safety of vehicle's passengers (e.g. airbags, seat belt sensors and tighteners). The comfort and convenience systems include the central locking system, powered windows, wipers, heating and air conditioning, mirror adjusters, headlamp controls, parking aid features and other similar auxiliary systems which improve the passengers' travel comfort. Practically all of the comfort and convenience systems provide some kind of user interface, while passive safety systems usually provide none. The body subsystem contains the largest number of independent software functions due to the amount of different functionalities implemented in the subsystem.
The multimedia subsystem includes the instrument cluster and the infotainment system which provides added comfort value to the passengers. The instrument cluster usually displays vehicle information such as current speed, battery level and indicators about vehicle status, and it must comply with regulations and laws [27] to ensure that the information is properly displayed to the driver. To be able to display this information and to provide controls to elements from other subsystems, the ECUs of the multimedia subsystem are networked with the ECUs from the powertrain, chassis and body subsystems [26] . Infotainment system providing audio and video entertainment, voice control and smart phone integration is also a part of the multimedia subsystem. Examples of modern vehicle infotainment platforms are the QNX Car platform by Blackberry, Windows Embedded Automotive by Microsoft, GENIVI by GENIVI Alliance, Tizen IVI and Automotive Grade Linux by the Linux Foundation, and Android by Google [28] .
Currently, most suppliers provide new functionalities to vehicles as hardware devices. This is one of the main reasons for the growing number of ECUs and the increase in complexity of the aforementioned subsystems. This approach is not scalable, so a transition from distributed hardware to distributed software and services will be necessary. For this purpose, flexible architectures and standardized software component approaches for vehicle software like AUTOSAR (Automotive Open System Architecture) will become essential for CAEVs [29] .
AUTOSAR is a global standardization consortium of automotive manufacturers and suppliers developing an open industry standard for automotive electronic architectures. It addresses the challenge of rising code complexity by providing an open automotive software architecture which supports the development of standardized electronic systems that improve quality, performance, safety and environmental friendliness [30] . AUTOSAR enables modeling ECUs and entire electronic systems at a higher level using a top-down approach with the architecture of the ECU software as the starting point [31] and simplifies the process of updating software over the vehicle's lifetime.
AUTOSAR offers two solutions for the development of automotive software. AUTOSAR Classic Platform is the standard software platform for deeply embedded ECUs, and in CAEVs it remains the first choice for the development of software for the powertrain, chassis and body subsystems as they have high demands on safety, real-time and determinism while running on low cost hardware [7] . New use cases, such as connected and autonomous vehicles, required the development of the AUTOSAR Adaptive Platform. Adaptive platform is meant to be used in applications that demand high-end computing power, such as multimedia, automated driving and communication with traffic infrastructure and cloud servers.
C. CONNECTED ARCHITECTURE
Connected vehicle is a vehicle capable of communicating with other vehicles, the infrastructure, smart devices and, most importantly, the Internet. A connected vehicle can exchange information by several different types of communication -vehicle to vehicle, vehicle to road infrastructure, vehicle to internet and vehicle to smart device.
Vehicle To Vehicle (V2V) communication is the direct transmission of data between two or more vehicles. V2V communication can be used for accident avoidance, route optimization, multimedia information sharing and social interaction [28] . Communicating vehicles form a vehicular ad hoc network (VANET) which changes constantly and quickly. VANET enables communication between moving vehicles using dedicated short range communication (DSRC) [32] , a short-range wireless communication channel designed for automotive use, standardized by the IEEE 802.11p standard, also known as WAVE (Wireless Access in Vehicular Environments) [33] .
The WAVE system is also used in the Vehicle To Road Infrastructure (V2I) communication. The main system components enabling V2I communication are onboard units (OBUs) and roadside units (RSUs). An OBU is a device mounted on a vehicle used for exchanging information with RSUs (or with other OBUs in case of V2V communication) [32] . The RSUs are usually fixed along the side of the road or on light poles, traffic lights and road signs. RSU's main functions are extending the range of VANET by redistributing information from OBUs to other OBUs, running safety applications such as accident or work zone warnings, and providing Internet connectivity to OBUs [32] .
Internet communication is the fundamental requirement for a connected vehicle. There are three different solutions by which a vehicle can achieve an Internet connection: an embedded solution, a tethered solution and an integrated solution [28] . In the embedded solution, a SIM card is permanently installed in the vehicle during the manufacturing process. The module carrying the SIM card in the embedded solution is called the Telematics Control Unit (TCU). The tethered solution offers a modem that allows the insertion of a personal SIM decoupled from the vehicle, while keeping the application intelligence inside the vehicle. In the integrated approach, both intelligence and Internet connectivity are provided by a user's smart device, with the applications running on the smartphone displayed on the vehicles interface.
Today, vehicle-to-Internet connection is most commonly achieved through 4G mobile communication. Connected vehicles generate high amounts of data, and with more and more vehicles becoming connected every year, the amount of generated data is set to increase. Vehicle manufacturers and telecommunications companies such as Audi, BWM, Deutsche Telekom, Ericsson and Vodafone have already started to prepare for the increase in vehicle generated data by forming the Fifth-Generation Automotive Association (5GAA) [34] . 5G mobile networks will have reduced latency, massive device connectivity and will be able to handle much more data, and the 5GAA aims to use this technology to address society's connected mobility needs.
Finally, connected vehicles need to offer a way to communicate with the user's personal smart devices. The smart device integration is usually achieved by a Bluetooth or Wi-Fi connection to the infotainment system. The infotainment system provides a user interface (UI) and the radio/entertainment/media functionality [35] . Current trends in infotainment systems steer away from embedded applications capable of running on only one system, and towards multiplatform applications capable of running on systems adopted by more than just one car manufacturer. The most widespread solutions for smart device integration are Mir-rorLink by Car Connectivity Consortium, AppLink by Ford, Apple CarPlay by Apple and Android Auto by the Open Automotive Alliance [28] .
D. AUTONOMOUS ARCHITECTURE
An autonomous or a self-driving vehicle is a vehicle capable of perceiving its surroundings and navigating itself without human intervention. For autonomous driving to be made possible, a vehicle must be equipped with electronic control VOLUME 7, 2019 systems and surrounding detection sensors, along with complex autonomous driving algorithms, including:
• perception -sensing the surrounding environment using various types of sensor techniques such as RADAR, LIDAR and computer vision;
• localization -finding the car's position using the Global Positioning System (GPS);
• planning -determining the behaviour and motion of the vehicle based on information from perception and localization;
• control -executing the planned function by steering, accelerating and braking;
• system management -supervising the driving system with functions such as fault management and logging [36] .
The information on surrounding environment is collected using several types of sensor components. RADAR system uses radio waves to determine the range, angle and velocity of objects. The LIDAR system creates a digital 3D representation of the surrounding objects by illuminating them with pulsed laser light and measuring the reflected pulses with a sensor. Cameras and computer vision are then used to recognize and distinguish various visual objects [37] . Localization is achieved by a GPS system using additional information such as vehicle motion sensors, environment perception data and digital maps to account for the errors that can occur in bad GPS satellite signal conditions. Planning algorithms are usually embedded in the vehicle's autopilot functionality and achieved entirely by software functions. Autopilot algorithms are divided in three stages: global routing (i.e. finding the fastest and safest way from the initial position to the goal position), behaviour reasoning (i.e. assessing the driving situation and determining the behaviour of the autonomous vehicle based on the global route and perception information), and local motion planning (i.e. avoiding static and dynamic obstacle collision) [37] . Autopilot software in autonomous vehicles also has some interesting ethical requirements as it needs to replicate the human decision making process [38] .
The key technology enabling the control of an autonomous vehicle is drive-by-wire. Drive-by-wire is referring to the replacement of mechanical or hydraulic systems, such as acceleration (throttle-by-wire), braking (brake-bywire) or steering (steer-by-wire), by electronic ones [39] . Additional ECUs are added so that the software in autonomous vehicles can perform all driving functions. Although drive-by-wire is emerging for ICE vehicles, it is especially important for EVs. In EVs, brake-by-wire technology enables energy saving in the form of energy recuperation during braking by decoupling the braking pedal from the brakes [20] . Naturally, drive-by-wire is a highly safetycritical system which is why it must be designed in a faulttolerant fashion, with control system redundancies. For a critical drive-by-wire system, a management system must ensure that a system failure does not lead to endangerment of human lives or the vehicle environment, and that a failure of a single component does not lead to the failure of the whole drive-by-wire system [39] .
E. HOLISTIC OVERVIEW OF THE CAEV ICT ARCHITECTURE
After a detailed analysis of each of the four architecture groups, it is useful to take a look at the ICT architecture as a whole to understand how various components interact with one another and how they fit in the complete system.
The complete CAEV ICT architecture can be seen on Figure 1 . All four groups and components within them are interconnected and exchange information via automotive bus systems. In the electric architecture group, the battery pack comes paired with the battery management system while the electric motor comes paired with the motor controller. Battery management system and motor controller serve as interfaces toward the rest of the system, sending information about the battery and the motor, and controlling them according to received instructions. Subsystems inside the sofwarized architecture group receive user input from the driver and the passengers, and control the components which are under their responsibility in line with the user input. The infotainment systems found in CAEVs are dependent on the communication components installed in the vehicle which are a part of the connected architecture group. The connected architecture group is responsible for communication with the Internet, smart devices, other vehicles and the infrastructure. V2V and V2I technology is closely connected to the planning systems inside of the autonomous architecture group that uses the input from the surrounding vehicles, infrastructure, on-board cameras and sensors to determine vehicle behaviour. After a suitable behaviour is calculated, the vehicle is controlled via drive-by-wire systems found in the powertrain and chassis subsystems of the softwarized architecture group.
The ICT architecture of CAEVs is a complex system in which components must work in unison, but at the same time be independent enough to not allow the entire system to fail if a single component fails. Not to compromise the vehicle's safety, the historical evolutionary development of vehicle architecture avoided dramatic changes for as long as possible. Today's CAEV manufacturers are leaving legacy concepts behind and taking a holistic approach for handling all major activities in vehicle development.
III. ICT ARCHITECTURE OF TODAY'S MOST POPULAR EVs
Pure electric cars are steadily increasing their share on the car market. [40] (for comparison, the overall top selling vehicle of 2018 in the US is the Ford F-Series with 909,330 units sold [41] ). This section will provide an overview on the technology and software features provided in the Nissan Leaf, Chevrolet Bolt, and the most advanced of the three top selling Tesla models, the Tesla Model S (sideby-side comparison of the three EVs can be seen in Table 3 ). 
A. NISSAN LEAF
Nissan Leaf is a BEV manufactured by Nissan and introduced in 2010. The 2018 model is powered by a 40 kWh battery with the range of 243 km on a full battery charge, as measured by the U.S. Environmental Protection Agency (EPA) [42] . It has an AC synchronous electric motor with the maximum power of 110 kW capable of going up to 144 km/h and accelerating from 0 to 100 km/h in 7.9 seconds.
The number of ECUs managing the Nissan Leaf is between 3 and 8, depending on the model [43] . To enable the communication between different ECUs and various vehicle sensors and devices, different bus systems are installed on-board, including multiple CAN and LIN buses [44] and a FlexRay bus [45] . It has a half analogue, half digital instrument cluster. The speedometer is an analogue dial, with a digital vehicle information display next to it showing information about range, energy consumption and battery level. A seven-inch diagonal touchscreen is used to display navigation directions and information about vehicle surroundings. The operating system running on the touchscreen display is Windows Embedded Automotive, offering wired smart phone connection support with Android Auto and Apple CarPlay.
The Nissan Leaf connects to the Internet via an embedded SIM card used exclusively to access the vehicle with the NissanConnect EV application. The NissanConnect EV application offers functionalities such as checking the charge level and estimated driving range, and turning the battery charging or climate controls on or off [46] . V2V and V2I technology is currently not available in the Nissan Leaf.
Partial autonomous driving is available in the Nissan Leaf through its autopilot called Nissan ProPILOT. Nissan ProPI-LOT offers features such as Intelligent Emergency Braking, Intelligent Cruise Control, Intelligent Lane Intervention and automatic parking [47] . Intelligent Cruise Control maintains the distance to the car ahead, and Intelligent Emergency Braking applies brakes if distance gets too low to help avoid a collision. Intelligent Lane Intervention applies brakes to guide the car back into the lane. Nissan ProPILOT Park enables parking with the press of a button, controlling the vehicle instead of the driver. This is possible using the driveby-wire technology and environment detection. Environment detection is achieved using two different camera systems, the RearView Monitor and the Around View Monitor [48] . RearView Monitor is a single camera system installed in the back of the car to give a view of what is behind it. Around View Monitor uses four wide-angle cameras mounted on the front, on each side mirror and on the rear to create a virtual composite 360 • bird's-eye view of the vehicle. Nissan expects to introduce a fully autonomous Nissan Leaf to the production system by 2020 [49] .
B. CHEVROLET BOLT
Chevrolet Bolt (also known as Opel Ampera-e in Europe) is a BEV developed and manufactured by Chevrolet in partnership with LG Corporation. The 2018 model has the EPA measured maximum range of 383 km [50] mainly because of its 60 kWh battery capacity. Chevrolet Volt is equipped with a 150 kW permanent magnet synchronous electric motor enabling the top speed of 145 km/h and capable of accelerating from 0 to 100 km/h in 6.7 seconds [51] .
Like the Nissan Leaf, the Chevrolet Bolt can also have between 3 and 8 ECUs [43] , interconnected with multiple CAN and LIN buses, along with a FlexRay bus enabling the drive-by-wire technology. The infotainment system in the Chevrolet Bolt consists of two screens: an 8-inch diagonal driver cluster and a 10.2-inch diagonal color touchscreen. The 8-inch display is used as a driver information center providing detailed vehicle information with the option of customizing the type of data displayed [52] . Navigation directions, vehicle surroundings and media can be displayed on the 10.2-inch touchscreen. The infotainment system runs an operating system called MyLink, which is based on QNX, a Unixlike real-time operating system. Apple CarPlay and Android Auto compatibility is included in the OS and the features they offer can be used by connecting a compatible smart phone to the available USB data port.
Chevrolet Bolt is equipped with an embedded 4G LTE capable SIM card. The vehicle's internet connection can be shared with up to seven compatible devices using it's built in Wi-Fi hotspot [52] . The myChevrolet Mobile App, available for iOS and Android, gives the ability to control the vehicle with a mobile device. Some of the features the application offers are remote starting and stopping the engine, locking and unlocking the vehicle, locating the vehicle and warming the inside of the car while it is charging [53] . V2V and V2I technology is not available in the Chevrolet Bolt.
A number of ultrasonic-, radar-and camera-based systems are installed in the Chevrolet Bolt to improve vehicle safety. The rear vision camera captures the area behind the vehicle and the surround vision camera system creates a virtual bird's-eye view of the vehicle, both of which can be seen on the central touchscreen. Bolt does not offer an autopilot system, but some of the semi-autonomous features such as forward collision alert with automatic braking, lane keep assist with lane departure warning, and lane change blind spot alert [52] are made available using the perception systems and drive-by-wire technology. Fully autonomous Chevrolet Bolt, called the Cruise AV is expected to launch in 2020 at earliest [54] .
C. TESLA MODEL S
Tesla Model S is a luxury BEV introduced in 2012 and manufactured by Tesla, Inc. Current top-of-the-line version of the Model S, the P100D, has a 100 kWh battery and the EPA measured maximum range of 507 km [55] . It has an AC induction electric motor with maximum power of 568 kW capable of going from 0 to 100 km/h in 3.8 seconds with the top speed of 249 km/h. Depending on the version, the Tesla Model S can have 3 or 4 ECUs [43] controlling different vehicle subsystems. Multiple CAN and LIN buses along with high-speed Ethernet [56] are used to connect vehicle sensors and devices to the appropriate ECUs. The Tesla Model S has two digital displays: a driver display located behind the steering wheel and a central 17-inch touchscreen. The driver display shows information about current speed, energy consumption, available range and is customizable with options to display information about navigation, media playback and ongoing phone conversation if a smart phone is connected to the vehicle. The 17-inch central touchscreen is operated by a modified version of the Ubuntu OS with Tesla custom software and apps built on top of it, running everything from media, maps and calendars to a web browser [57] .
Tesla Model S has cellular Internet connectivity included via an embedded SIM card. Tesla offers their smart phone application which can connect to the vehicle through the cellular network. It offers features such as unlocking and driving the vehicle without the key, checking the range and battery charge status, controlling the climate, locating the vehicle and the ability to summon the vehicle; making it drive forwards or backwards autonomously, avoiding obstacles [58] . Tesla currently does not incorporate the V2V and V2I technology into their vehicles.
Tesla Autopilot is an advanced driver-assistance system made by Tesla. It uses the vehicle installed perception systems including 8 cameras, 12 long range ultrasonic sensors and a front radar, which enable 360 degrees of vision around the car at up to 250 meters of range. Data processing is made by the Tesla-developed neural net for vision, sonar and radar processing, which construct the car's environment in a great level of reliability [59] . The Tesla Autopilot can match speed to traffic conditions, keep within a lane, change lanes automatically, exit the freeway when the destination is near, and transition from one freeway to another. It can also self-park when a parking spot is near and be summoned to and from a garage. All vehicles produced by Tesla have the hardware needed for full self-driving capability and Tesla estimates that by the middle of 2020, their autonomous system will have improved to the point where drivers will not have to pay attention to the road [60] .
IV. FUTURE TRENDS AND CHALLENGES
Over the past 40 years, software has made significant innovations in the automotive domain possible. Today's automotive software engineering is spearheading IT innovation; encompassing modern embedded and cloud technologies, distributed computing, real-time systems, mixed safety and security systems and the connection of it all to long-term sustainable business models [61] . When looking at the importance of software for the modern consumer, a parallel can be drawn between personal computers, mobile phones and automobiles. In all three cases, consumers used to focus solely on the hardware aspect of the product: be it the processing power, graphics capabilities and available memory in PCs; the screen size, storage space and network capabilities in mobile phones; or the available horsepower, speed and acceleration in cars. Today, consumers tend to focus equally, if not more, on the software aspect of the product; looking at the user experience and functionalities provided by the supplied software, making it one of the key differentiating factors when purchasing a product. With the future of CAEVs relying on software, it is important to identify the emerging challenges and application constraints as soon as possible. In order to do that, a knowledge of new trends in the rapidly changing automotive industry is required.
A. TRENDS IN AUTOMOTIVE SOFTWARE AND SYSTEM DESIGN
The trends in automotive software and ICT architecture design are driven by two streams: societal and technological. The societal trends approach the future of mobility from an environmental point of view and the point of view of vehicle passengers. On the other hand, the technological trends back the societal requirements, while steering the automotive systems development in a way that incorporates emerging technologies and future sustainability.
According to Buckl et al. [62] , the main societal trends shaping the automotive software development today are: 1) Energy and cost efficiency: The required energy per kilometer needs to be reduced. This can be achieved by replacing existing hardware functions with software, which decreases the vehicle's weight, or by adding intelligent predictive management functions. 2) Zero accidents: To reduce the number of accidents on the road, a number of pro-active safety functions need to be implemented. Fully autonomous vehicles are expected to be the ultimate solution for reducing the number of accidents. 3) Seamless connectivity: Modern vehicles will need to enable connections to other smart devices and the cloud, and provide frequent software updates to keep track with advances in multimedia and infotainment technology. 4) Personalization: Closely connected to the demand for seamless connectivity is the demand for personalization. Certain secondary vehicle functions will have to be transferred to a personal mobile device to provide users with information about their vehicle wherever they go. Vendor independent infotainment systems could allow users to create a consistently similar driving experience in different cars by a simple transfer of predefined settings from a mobile device.
With the constantly changing landscape of the automotive industry, predicting and leveraging rising technologies is of paramount importance to the automotive software developers. Based on the CAEV ICT architecture and the ICT architectures of today's most popular EVs described in this paper, the main technological trends in today's automotive software industry can be identified: Ethernet is expected to be the replacement for current communication buses because of its high-speed, cost efficient and light-weight implementation [20] . 3) Connectivity and cooperation: Cars will have to be able to communicate with each other and the infrastructure through mobile and ad-hoc networks [63] . All modern cars are expected to provide smart device integration through Bluetooth or Wi-Fi connectivity. 4) Autonomous functions: Creating self-driving vehicles is the next step in automotive evolution and it entails a large amount of complexity in various vehicle systems [64] . Safety-critical systems, as well as verification and validation methods for software in cars will have to become even more stringent and advanced [61] .
B. CHALLENGES
Automotive software, as a dominant factor in the automotive industry, brings various challenges whose solutions can prove decisive for vehicle manufacturers to stay ahead of the competition. Future trends can be used to identify the main challenges in the automotive software and ICT architecture design that the manufacturers have to solve. These challenges are: 1) Reducing ICT architecture complexity: The evolution of vehicle ICT architectures shows a trend of architectures becoming more complex than required for the corresponding gain in functionalities. This trend is identified for some time, and vehicle manufacturers have already moved to answer it. The number of ECUs in an average vehicle in 2010 was around 70 [62] , while in today's electric vehicles it goes as low as three (as seen on Table 3 ). The centralization of ECUs impacts a vehicle's weight and cost, because of the decreased number of needed components, wiring optimizations, and reduced integration and testing effort. The ECU consolidation is almost an imperative in autonomous vehicles, as centralization decreases the complexity of development of advanced assisted driving functions, reduces the number of operations that can go wrong and increases reliability.The hardware architecture of such a centralized system should consist of a small number of central processing units parallelized to ensure redundancy, interconnected with smart sensors and actuators via a homogeneous and optionally redundant network [65] . Perceived events, like video camera signals can be evaluated much faster if the processing of signal input, decision and output is located in a single system [66] .
The relocation of software responsibility on a single, central ECU indicates that the workload on the ECU will increase, so the developed automotive software needs to be extremely resource efficient to decrease the hardware cost. Another way to reduce vehicle ICT architecture complexity is to use a domain controlled architecture, which reorders the corresponding vehicle functionality in a domain specific manner (typical domains are described in Section II-B powertrain, chassis, body and multimedia) [66] . In this architecture model, every domain has an additional abstraction layer in the form of server ECUs called domain controllers. Every domain controller can control several bus systems, deactivating them individually to save energy when their operation is not needed. Furthermore, applications which must always be available during car usage can be integrated on domain controller ECUs and can be shared with other ECUs from the same domain. The challenge in using this approach is that achieving parallelization of ECUs from the same domain cannot be done using typical software parallelization scenarios as used for personal computer software, because of the implied high functional safety demands.
2) Increasing in-vehicle network communication speed:
As vehicle manufacturers are making an effort to reduce the number of ECUs in vehicles, another challenge arises. In a centralized architecture, the central processing unit can be further away from the data sources it needs to operate correctly. Autonomous cars need to collect and process the surroundings data as fast as possible for their decision making system to react on time. The communication bus system used for gathering data from those sources will have to provide much higher speeds than available in CAN and FlexRay buses of today. Ethernet is emerging as a communication system to potentially answer those needs with its Gigabit speeds [20] , but it is still not widely accepted in today's EVs (as seen on Table 3 ). 3) Ensuring automotive software reliability: In CAEVs, software is responsible not only for controlling the vehicle, but for providing new functionalities and driving innovation. As such, the demand for automotive software quality and reliability is very high to guarantee that the vehicles are safe for drivers, passengers and other road users. To ensure reliability, several functional safety standards such as ISO 26262 [67] are in place. ISO 26262 is a standard that regulates functional safety of road vehicles and it is the main functional safety standard for the development of software for highintegrity in-vehicle applications [68] . It recommends the use of a Hazard Analysis and Risk Assessment (HARA) method which helps to identify hazardous events in the system and to specify safety goals that mitigate the hazards [69] . Another key requirement of ISO 26262 is the use of Automotive Safety Integrity Level (ASIL) which is a risk classification scheme for an item (e.g. component, software unit) in an automotive system. The ASILs are allocated through a process which covers hazard identification and classification, and risk assessment [70] . Each ASIL depicts the degree of rigor required (e.g. testing techniques, types of documentation required) to reduce the risk of an item [69] . ISO 26262 also provides a specification of safety requirements which need to be allocated to each ASIL to indicate how to prevent or mitigate the hazards. ISO 26262 was defined in 2011 and it applies to all systems developed after its publication, meaning that it plays an important role in the development of CAEV automotive software [71] . As CAEVs rely heavily on software for the control and coordination of various components and subsystems, automotive software developers need to understand and implement the standard's requirements, constraints and verification and validation processes to create software which can be used in vehicles. 4) Improving software security and ensuring privacy protection: With the implementation of new communication systems arrive new security threats. A connected vehicle with a centralized architecture, can be attacked through the mobile network or Bluetooth [72] . If the vehicle is not prepared to prevent such an attack, the attacker could be able to control the vehicle, potentially putting the lives of the passengers at risk. An attacker could also use the vehicle to retrieve personal information such as the driver's phone directory, call history or GPS coordinates [73] . To prevent the attacker from accessing various nodes of the invehicle network, security measures like authentication are required, but a lack of those measures is not uncommon [74] . In electric vehicles, battery management system hacking and intrusion via the charging plug [75] are a reality and security-aware design has to become a major design objective for automotive architectures to prevent these kinds of attacks from happening. 5) Improving adaptability and usability: With new security threats potentially being discovered after the deployment of a vehicle on the market, the subsequent addition of new software (OTA updates and patches), and hardware (additional sensors) features will become necessary for fully autonomous vehicles, as their safety will depend on it. Future vehicles will also have to be adaptable to the needs of their passengers. The infotainment systems have to be customizable and provide smartphone integration support for mobile operation systems that come after the vehicle is put on market, not allowing the vehicle OS to become outdated too soon. The integration of mobile phone services such as voicemail, messaging and email into the vehicle's interface makes its usability especially important. Infotainment system needs to allow the driver to focus on driving, while providing seamless access to information and comfort and convenience features [19] .
C. IMPACT OF AUTOMOTIVE SOFTWARE
Since its introduction in the 1970s, automotive software's importance in vehicle development has been growing exponentially. Today's CAEVs provide a wide range of infotainment, telematics and driving features, all made possible by automotive software. The next stage of connectedness VOLUME 7, 2019 will bring Software Defined Cars (SDCs) with abilities of over-the-air (OTA) updates capable of changing powertrain capabilities, vehicle dynamics and onboard services, enabling the vehicles to continually adapt to the needs of their passengers [76] . Such changes to the automotive industry, where software is taking over the key role in bringing virtually all new features to life, will impact all stakeholders involved in mobility.
Infrastructure owners are greatly influenced by the developments in the automotive industry. With the number of EVs on the road continually growing, the energy infrastructure owners have to deploy more and more EV charging stations and various research on the methodology of the deployment [77] , [78] , charging station reservation [79] and willingness-to-pay for EV charging [80] is already being made. Power grid will also have to be adapted to endure the additional charging demand generated by the rising number of EVs [81] . Municipalities and governments responsible for the design, construction, management, safety and maintenance of the road infrastructure were adapting to the mobility needs of the population since the inception of the automobile. When the fully autonomous vehicles become a reality, the road infrastructure will have to be entirely revised. Autonomous vehicle safety demands are stringent, so it will be of the utmost importance to prepare and equip the roads with the technology needed to comply with those demands. If it becomes widely accepted and standardized, the V2I technology will have to be deployed along the existing infrastructure by the municipalities in collaboration with telecommunication companies and vehicle manufacturers. All of this will considerably reduce traffic congestions, making it easier to maintain the roads and infrastructure, saving the municipal money in the process. Telecommunication companies will also have to prepare their infrastructure for the surge in data traffic which will gradually happen when the majority of vehicles on the road become connected to the Internet. Quick and efficient implementation of those changes could bring financial gain to all the aforementioned infrastructure owners.
Vehicle manufacturers are the ones developing new features and deciding the course of automotive software development and the automotive industry as a whole. Selling vehicles is one of the main goals of vehicle manufacturers, and software is one of today's main selling points. This is why it is important for the automotive companies to identify rising trends in the ICT industry as early as possible to be on the forefront of automotive software innovation. Research and development teams play a key part in this process.
Vehicle owners are the ones who are paying for the vehicle to acquire ownership. Personality, lifestyle, travel attitude and mobility factors all affect the individuals' vehicle type choices [82] , and software can tailor the vehicle to the needs of the buyer. Smart phones are deeply integrated into today's lifestyle, and an average person today is more tech savvy than ever. Just as the people with a pro-environmental attitude are more likely to buy an electric vehicle, average people are more likely to buy vehicles providing the option of integration of their favourite smart phone brand on the vehicle's infotainment system. Vehicle owners are also responsible for vehicle's maintenance after the purchase. All but essential mechanical components are slowly being replaced by automotive software, making it easier and cheaper for owners to maintain their vehicle.
Recent trends in car sharing and subscription services make it necessary to differentiate vehicle owners and vehicle users. Vehicle users are people using the vehicle for transport. This can be a family using a car, passengers in a taxi or truckdrivers driving company provided trucks to transport goods. For a vehicle user, vehicle efficiency and comfort are the key concerns. Energy management systems [83] and intuitive infotainment services are entirely made possible by automotive software, and a major factor in improving those vehicle traits.
A summary of roles and interests of different stakeholders, along with the impact automotive software has on them, can be seen in Table 4 .
V. CONCLUSION
This paper provides a review of the automotive software found in today's electric vehicles. In the historical automotive evolution a trend of moving to more sustainable mobility solutions can be seen; ICE powered vehicles are being replaced by their electric counterparts, software has been replacing the mechanical vehicle parts for some time now, connected vehicles are solving traffic congestions in big cities, and autonomous vehicles are on the verge of replacing human drivers. After recognizing those trends, four keywords were identified -electric, softwarized, connected and autonomous -by which a classification of CAEV's software and ICT architecture was made. The identified ICT architecture was then mapped on today's best selling EVs to show the current state of the mentioned automotive technologies. Finally, the trends and challenges in automotive software development were described along with the impact the automotive software has on its stakeholders.
Based on this review, several conclusions can be made. Firstly, electromobility and the introduction of connected, and especially autonomous vehicles, will make automotive software much more important. Not only does software make future automotive advancements possible, it provides added value; the replacement of mechanical parts with software reduces manufacturing costs and the addition of different digital services to the vehicle raises its value in the eyes of the customer. Secondly, the actual complexity of vehicle ICT architecture is much higher than the needed complexity because of its evolutionary development. Electric vehicle manufacturers are revising the existing ICT architecture by taking a holistic approach in product development. The ultimate goal is to reduce the number of ECUs to as low as possible which will lead to faster developing times and reduced costs. Thirdly, the CAEV ICT architecture identified in this paper could change in the coming years as the demands on future connected and autonomous cars become clearer. For example, V2V and V2I technology and their utilization depend entirely on the standardization of communications between different vehicles and the architecture, as well as the willingness of municipalities to employ the technology in their existing road infrastructure. This is why today's CAEVs do not rely on V2V and V2I to achieve their functions. Lastly, as vehicle manufacturers are continuing in their efforts to create a sustainable CAEV, automotive software will serve as a driver for the advancements and the ultimate tool to bring the cost of those vehicles down to acceptable levels for mass production.
This review aims to provide a basis for further research by summarizing the current state, trends and challenges in CAEV automotive software development. The field of CAEV automotive software development requires an interdisciplinary approach as any kind of research or innovation encompasses several different domains. Electric vehicles require knowledge of electrical engineering, connected vehicles require knowledge of telecommunications, while autonomous vehicles require knowledge of computer science and artificial intelligence. Interdisciplinarity is especially important when solving the software and ICT architecture challenges in today's CAEVs. All optimizations of the vehicle ICT architecture, such as reducing its complexity or increasing its communication speed, demand a certain degree of familiarity with vehicle wiring and electronics, as well as communication technologies and software. Creating reliable and secure software cannot be done without the knowledge of underlying hardware and communication protocols. All of this, along with the increasing relevance of automotive software in today's vehicles, the gradual acceptance of EVs and the emergence of connected and autonomous cars, indicates that the number of research projects in the field of CAEVs and CAEV software is sure too grow in the coming years.
